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Online banking – security measures


	Measure
	How this helps

	Customers have to choose a password with a minimum number of characters, consisting of a mixture of letters and numbers.
	This will make the password harder to guess which makes the hacker less likely to hack you.

	Customers select from a series of drop-down menus or enter only some of their personal details, e.g. second, sixth and twelth characters of their password, when logging in.
	If someone is watching you enter your password then they only see you enter a small part not your full password. 

	Customers are asked to supply some memorable information about themselves.
	So when they log on they can ask you security questions.

	Customers are logged out straight away if they browse to another site.
	This is to make sure that no one can use their computer to go onto their online bank.

	It isn’t possible to log in to an account from two computers at the same time. 
	To make sure that someone isn’t watching you and then logging onto your account whilst you’re still on.

	Customers must use a card reader to authorise a money transfer or change of address.
	To make sure that hackers can’t change an of your passwords.
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